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Introduction to 
Open Banking

The UK has become the first country 
worldwide to implement a new standardised 
system of Open Banking, allowing individual 
customers and small businesses to have 
more control of their banking data and how 
they run their finances.

The key changes allow current account holders to:

 – Share their banking data with regulated third parties, such 
as retailers and technology firms

 – Give companies permission to initiate payments directly 
from their account

Consumers are being given these options as part of a drive 
to promote innovation and competition. Regulators believe 
those who choose to take part will receive more personalised 
offers on financial products.

Open Banking in the UK requires the use of standardised 
technology, designed to aid developers and ensure the security 
of customer data. Customers will always have to give explicit 
consent to their data being shared and to any payments made 
via the system. All companies enrolled with Open Banking are 
regulated by the Financial Conduct Authority or an equivalent 
organisation in their country of origin.

Open Banking’s potential to change how individuals move, 
manage and seek to make more of their money has been 
widely discussed.

Open Banking
Key facts

When
Launched on 13 January 2018 to coincide with the 
European Payment Services Directive 2 (PSD2) with 
updates to follow.

Who
The rules apply to the UK’s nine biggest current 
account providers including Lloyds Banking Group. 
Other banks and building societies can choose to join. 
Personal customers and small and medium-sized 
enterprises (SMEs) with online or mobile banking  
can opt in.

How
One standardised technological solution to enable 
banks to share data securely with third parties, when 
a customer requests it (see ‘What is an API?’ on p. 2).

What next
The system will be extended to credit cards, e-wallets, 
recurring payments and international payments.

In this short report, we also consider its importance for 
merchants in terms of processing payments, customer service 
and relationships with their banks.

Figure 1. The ‘opening up’ of customer transaction data 
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Will customers 
embrace openness?

Open Banking is intended to encourage 
innovations that will give customers more 
control of their finances.

Individuals and small business owners will have the option of 
managing their accounts, making transfers and comparing 
products outside the usual banking environment.

Sharing personal data could help customers find the most 
appropriate products for their needs. But the level of demand 
for Open Banking will only be seen in the months and years 
ahead. Evidence about consumers’ attitudes prior to the 
launch painted a mixed picture amid security concerns.

In 2017, an Accenture survey of more than 2,000 UK 
consumers found that 69 percent would not share their bank 
account information with third parties. More than half (53 
percent) indicated they will never adopt Open Banking. Fraud 
and data protection risks were the biggest barriers cited by 
consumers for their reluctance.

But research carried out by YouGov for Deloitte showed a 
strong appetite for digital banking solutions among young 
people. A third of people were willing to allow online retailers 

to initiate payments from their bank account, but the figure 
rose to more than half for those born after 1996. The study 
also found that almost two thirds of people aged 34 or under 
have a mobile banking app, compared with fewer than one in 
five over-55s. Almost half of SMEs have a mobile banking app. 

Open Banking: a new era begins

Figure 2. Mobile banking app penetration by age group (%), GB consumers

Source: YouGov plc 2016 © All rights reserved, Deloitte analysis
Base: All GB adults (nationally representative), 2,050
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The specifications and standards that make Open 
Banking a reality are designed to ensure customers 
are always in charge of their data.

Supported by the Open Banking Directory 
infrastructure that provides a secure access solution 
for authorised third parties.

Open Banking’s requirement for explicit 
consent means customers are asked how 
long they are willing to share their data for 
and what the company may do with it.

Personal data is encrypted, and its usage is tracked. Customers 
will never be asked to give their password or login details 
to anyone other than their own bank, with APIs (see panel) 
taking care of data sharing.

All organisations involved with Open Banking will also have 
to comply with the new General Data Protection Regulation 
(GDPR) from 25 May 2018. This European law will increase 
transparency about the use of personal data and can result in 
heavy fines for breaches.

Personal customers who do choose to share their data 
through Open Banking could receive:

 – Tailored advice on personal finance and budget 
management

 – A single view of all their accounts in one place

 – Debt management tools and advice 

Businesses might benefit from tools to help with 
their accounts, cash flow management and terms on 
unsecured loans.

What is an API?
APIs (or Application Programming 
Interfaces) are at the heart of  
Open Banking.

But what do they do? In simple 
terms, APIs enable different software 
applications to communicate with each 
other. In the UK, Open Banking rules 
demand standardised APIs. That means 
banks can give approved third parties 
permission to access shared data or 
initiate payments in a controlled way. 

Data Security

Security is at the heart of Open Banking
Safety and Security

Privacy ConsentSecurity

Open Banking

Figure 3. The Open Banking Implementation Entity 
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Open Banking introduces new 
opportunities for banks to work with 
merchants and other third parties.  
The new rules are likely to lead to greater 
emphasis on anticipating customers’ 
needs and improving the user experience 
of banking apps.

They also open the way for merchants to introduce in-
store sales innovations. Customers can now give retailers 
permission to execute payments directly from their bank 
accounts (see panel ‘What is a PISP?’). Merchants could 
benefit from these bank-to-bank payments through lower 
costs, as well as the ability to process refunds faster.

Retailers could also use the changes to target promotions 
in new ways. This could extend to allowing banks to offer 
specific services, such as pre-approved loans, through their 
platforms at the point-of-sale.

New opportunities
A survey of banking executives globally by Temenos and 
Accenture found:

79%
see Open Banking as more of  
an opportunity than a threat

62% 
would distribute third party  
products through their platforms

61%
would like to offer non-banking  
services to their customers

Banking on  
new partnerships

These findings show the potential for merchants and fintech 
companies to collaborate with banks to give customers tailored 
services. More than four in five financial services companies 
intend to increase their partnerships with fintech firms in 
the next three to five years, according to PwC. The overall 
picture amounts to what the World FinTech Report 2018 from 
Capgemini and LinkedIn calls a “win-win” opportunity for 
collaboration between start-ups and financial institutions.

What is a PISP?
A Payment Initiation Service 
Provider (PISP) is any organisation 
that allows customers to initiate 
payments online without having to 
directly access their bank account 
or use a debit or credit card.
When a customer chooses to make 
a purchase in this way, the PISP is 
authorised to connect the website of 
the merchant or seller to the payer’s 
online banking platform to execute the 
transaction. Regulations require PISPs 
to ensure security for users and ban 
them from using data captured during 
payment transactions for other purposes.
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For Open Banking to be successful, these 
new partnerships will need to convince 
customers of the value of personalised 
offers. Many merchants already know how 
they wish to harness the new rules.

Three-quarters of retailers surveyed by Accenture plan to 
use APIs to access customer data, so they can tailor products 
accordingly. Half want to do so to generate relevant  
point-of-sale offers and discounts based on past habits.

In the future, merchants might use insights from shared 
personal data to further incentivise use of customer loyalty 
schemes. Consumers might receive special offers – tailored 
according to their spending history – via apps as they enter a 
shopping centre.

Payments by credit cards and digital wallets will soon be 
covered by Open Banking. This could enable even more 
sophisticated analysis of spending data, driving even  
greater personalisation.

Data-driven 
personalisation
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Q: How does Open Banking in the UK build  
on the EU’s PSD2?
A: Principally, by specifying the technical standards 
for APIs (see p.3). This allows approved third-party 
providers to build integration once and use across 
many financial institutions.

Q: What have we learned from the first few 
months of Open Banking?
A: That it won’t revolutionise the industry 
overnight. It will take time for the Competition and 
Markets Authority (CMA) to approve a significant 
number of third-party providers and for consumers 
to consent to them accessing their data. But we 
believe Open Banking will have a profound impact 
over the medium to long term.

Q: Should customers be concerned about  
the security of data they share?
A: The more intermediaries in an online value chain, 
the higher the security risk. Nonetheless, the move 
to more open commerce seems inevitable. Open 
Banking legislation both encourages this openness 
and seeks to make it more secure. Technologies are 
also improving all the time.

Q: Why do most banking executives now view 
Open Banking as an opportunity?
A: Attitudes have changed quite considerably. 
Many banks are seeing the profitability upside that 
would come from taking a role as digital advisor, 
helping consumers to make smarter financial and 
commercial decisions, and connecting them with 
a wider number of products and services.

Expert Insight

Q: How can merchants and banks work together 
to find mutual benefits in Open Banking?
A: Consumers can consent to PISPs (see p. 4) 
making payments on their behalf; a more secure 
and simpler experience because they don’t have 
to key in their card details each time. Merchants 
can become PISPs themselves or work with third 
parties and most consumers prefer for banks to 
offer this service. By working together in this way, 
banks and merchants can find mutual benefits.

Q: How will Open Banking develop over  
the next year?
A: The CMA will approve many more third-
party providers, giving consumers more 
choice and seeing them share more of their 
data. The challenge for banks will be to hold 
on to distribution, so we can expect strategic 
partnerships, acquisitions, and the launch of  
new challenger brands.

Q&A with Ben Robinson, Chief 
Strategy Officer at Temenos,  
the banking software specialist.



Open Banking: a new era begins

7

The prospects for Open Banking 
in the UK will become clearer over 
the course of 2018 and beyond. 

While it is impossible to forecast the take-up rate, the focus on 
the factors driving the change will only intensify. Banks and 
merchants that strengthen their existing relationships with 
each other and with their customers will be ready for the new 
era of openness.

Open to change
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Important Note:

The information shared in this update was accurate at the time  
of publishing but many of the regulations we discussed are subject to change.

While all reasonable care has been taken to ensure that the information provided 
is correct, no liability is accepted by Lloyds Bank for any loss or damage caused to 
any person relying on any statement or omission. This is for information only and 
should not be relied upon as offering advice for any set of circumstances. Specific 
advice should always be sought in each instance.

Our service promise
If you experience a problem, we will always try to resolve it as quickly as possible. 
Please bring it to the attention of any member of staff. Our complaints procedures 
for businesses with an annual turnover of up to £25m are published at lloydsbank.
com/business/contactus and for businesses with an annual turnover of £25m or 
more they can be found at lloydsbankcommercial.com/contactus

Cardnet® is a registered trademark of Lloyds Bank plc. Lloyds Bank plc Registered 
Office: 25 Gresham Street, London EC2V 7HN. Registered in England and Wales 
No. 2065. Authorised by the Prudential Regulation Authority and regulated by the 
Financial Conduct Authority and the Prudential Regulation Authority. Lloyds Bank 
plc is covered by the Financial Ombudsman Service (please note that due to the 
eligibility criteria of this scheme not all Lloyds Bank customers will be covered).
Information correct as at March 2018.

Please contact us if you would like this information in an alternative 
format such as Braille, large print or audio 

For more information visit
lloydsbankcardnet.com


