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What is PCI DSS?

A global standard 
PCI DSS applies to merchants and other entities 
that store, process, and/or transmit cardholder 
data. The Standard consists of 12 high level 
requirements across six categories. Some or all 
of the 12 may be applicable to you and your 
outlet(s) depending on the nature of your 
business and whether or not you store card 
data. 

Compliance with PCI DSS is mandated by 
all the Card Schemes (including Visa® and 
Mastercard®) and applies to all businesses that 
accept credit and debit cards. A global forum – 
the PCI Security Standards Council – oversees 
the scheme. The council released the latest 
update (version 3.2) in April 2016. 

The Payment Card Industry Data Security Standard 
(PCI DSS) is a set of standards mandated by the 
Card Schemes to protect cardholder data that 
forms an important aspect of card data security.

However you trade, each transaction your 
business processes involves sensitive cardholder 
information. This data must be processed, stored 
and transmitted securely to protect your customers 
and your business from the increasing threat of 
card fraud.

Compliance is not a one-time requirement. 
Businesses are required to validate their 
compliance on an annual basis and are expected to 
maintain compliance at all times. PCI DSS is vital for 
companies that want to keep their customers’ data 
secure. 



Building trust  

Achieving PCI DSS compliance shows your 
company is dedicated to keeping your 
customers’ valuable information safe and 
secure and out of the hands of fraudsters.
Not holding on to data reduces the risk that 
your customers will be affected by fraud.

 1 http://www.ucisa.ac.uk/blog/?p=1751

If your business suffers a data breach while not 
PCI DSS compliant, you could incur Card Scheme 
fines for any compromised cardholder data. 
Your company may be liable for the fraud losses 
incurred against these cards and the operational 
costs associated with replacing the accounts, 
as well as compliance remediation costs.  
Furthermore, your customers may no longer 
want to do business with you.

Unfortunately, data breaches are a regular 
occurrence and hackers frequently target 

e-commerce sites. No business can afford to
be complacent. Ensuring you implement all the
relevant PCI DSS controls is imperative.

Businesses will soon have to report breaches 
of personal data to a supervisory body, such as 
the Information Commissioner’s Office in the 
UK. This is a new EU rule coming into force on 
25 May 2018. The same regulation will set new 
guidance on fines for data breaches. As a result, 
the £500,000 limit on fines for UK companies will 
increase significantly1. 



Third Party Service 
Providers 

A service provider or merchant may use a third 
party service to store, process, or transmit 
cardholder data on their behalf, or to manage 
cardholder data environment (CDE) 
components. 

Parties should clearly identify the services and 
system components that are included in the 
scope of the service provider’s annual onsite 
PCI DSS assessment. They also need to identify 
the specific PCI DSS requirements covered by 
the service provider, and any requirements 
that are the responsibility of the service 
provider’s customers, to include in their own 
PCI DSS reviews. 

If a third party undergoes their own PCI DSS 
assessment, they should provide evidence 
that the checks covered the services of 
relevance to the customer and that the 
necessary PCI DSS requirements were 
determined to be in place.

If third parties handle data for your business, 
be strict. Your contract should require the 
other party to comply with PCI DSS. If a 
third party does not provide evidence of 
compliance, then that company’s relevant 
systems may need to form part of your 
annual review. This could lead to remediation 
if vulnerabilities are discovered.

Third parties include: 

•  Software providers
•  Payment service providers
•  Web-hosting companies
•  Electronic point of sale (EPoS) solutions
•  Till vendors



Fully hosted solutions
Hackers target e-commerce sites for customer 
and payment data. Some merchants use hosted 
solutions for online transactions. The most 
secure approach to processing e-commerce 
transactions is to outsource your card data to 
a payment service provider. This allows you 
to keep the data totally segregated from your 
e-commerce environment at all times. Even with
this arrangement, you should use ‘penetration
testing’. This can verify that the data doesn’t
enter your business’s environment, giving you
peace of mind that your customers’ data is safe.

What do merchants 
need to do?
Depending on your organisation’s size  
and type, you must either complete a PCI DSS  
Self-Assessment Questionnaire (SAQ) or have a 
formal onsite assessment by a Qualified Security 
Assessor (QSA). The SAQs are primarily aimed 
at small to medium-sized businesses and are  
self-validation tools to demonstrate compliance.

For larger or more complex businesses, the PCI 
Security Standards Council website provides a 
list of approved QSAs who can work with you to 
ensure that your business is PCI DSS compliant.

Taking other measures can help your business 
maintain its standards. Training staff to follow 
PCI DSS procedures is one good example. 
Another is to ask a specialist to carry out 
quarterly network scans. For this you should 
contact an approved scanning vendor. 

According to a Verizon report in 2015 that 
covered businesses in 30 countries, four out 
of five retailers and merchants failed interim 
tests2. Business owners and leaders need 
to be alert. 

2 http://www.verizonenterprise.com/resources/report/rp_pci-report-2015_en_xg.pdf



Complying with all the PCI DSS requirements may 
not be simple. But if you understand the differ-
ent demands involved, you can make sure your 
business gets there. In doing so you will avoid a 
wide range of financial and reputational costs 
that can arise from non-compliance. You will also 
prove how seriously you take the security of your 
customers’ cardholder data. Every business that 
shows consistent commitment to PCI DSS will 
earn its rewards.

The value of consistent 
commitment
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Important Note:

The information shared in this update was accurate at the time  
of publishing but many of the regulations we discussed are subject 
to change.

While all reasonable care has been taken to ensure that the information 
provided is correct, no liability is accepted by Lloyds Bank for any loss 
or damage caused to any person relying on any statement or omission. 
This is for information only and should not be relied upon as offering 
advice for any set of circumstances. Specific advice should always be 
sought in each instance.

Cardnet® is a registered trademark of Lloyds Bank plc. Lloyds Bank plc 
Registered Office: 25 Gresham Street, London EC2V 7HN. Registered in England 
and Wales No. 2065. Authorised by the Prudential Regulation Authority and 
regulated by the Financial Conduct Authority and the Prudential Regulation 
Authority. Lloyds Bank plc is covered by the Financial Ombudsman Service 
(please note that due to the eligibility criteria of this scheme not all Lloyds Bank 
customers will be covered).


