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Accessing and using the PCI DSS online portal

Lloyds Bank Cardnet has created an online portal
to help you understand the requirements of the
Payment Card Industry Data Security Standard,
also known as the PCI DSS. This portal will provide
step by step guidance through self-assessment and
help you maintain your PCI DSS compliance.
To access the PCI DSS portal from your web
browser enter:

lloydsbankcardnetpcidss.com
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How to login to your PCI DSS portal

Your login details have been provided to you in a
separate letter/email together with the password.
This information should be entered into the
relevant boxes. You then need to click ‘Login’.
Upon first login you will be asked to change your
login details. You’ll need to choose a new password
which meets the minimum criteria listed on screen.
If you have previously accessed the portal enter
your personalised details into the boxes and
click ‘Login’.
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Starting your profile

Upon logging in, you will see a set of instructions
accompanied by an explainer video.
The following screen will ask you to confirm
that you wish to use the portal to report your
compliance and will confirm pricing information.
If you already have a compliance certificate
awarded to you by an external assessor company,
select “External” to upload it.
If you choose to use the portal, you can begin by
clicking “Next.”
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Step 1 – How you accept payments

First, you will be asked the methods by which you
accept payments within your business.
Note, this refers to the actual method i.e.
face to face, over the phone or via e-Commerce.
More information on the physical devices will be
asked later.
Select the options that apply to your company and
click through via the “Next” button. You can select
more than one option.
If you are unsure about any of the options or need
further clarification, more information is available
by clicking:
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Step 2 – Point of sale setup

Depending on the options chosen in the previous
step, you will be required to provide more detail on
the setup of your payment system.
In this example we are using face to face payments.
The question refers to the type of device(s) you are
using in your business.
Select the options that apply to your company and
click through via the “Next” button. You can select
more than one option.
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Step 2 (contd.) – Point of sale connection

Now you’ve confirmed your payment methods and
types of devices, you’ll be asked to select how your
point of sale device is connected.
It’s important to differentiate between phone line
or internet connection as this may affect the levels
of security controls you will need to implement.
You may need to inspect your device to ensure you
provide the correct information.
Select the options that apply to you and click
through via the “Next” button. You can select more
than one option.
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Step 2 (contd.) – Point of sale device

You will then be asked a few more questions about
your point of sale device.
You will be asked to confirm that you don’t store full
credit card numbers.
You will also be asked to select the device model
you are using to accept payments. You’ll need to
select it from the list of devices. If you cannot find
it on the list, you can input the model number into
the box and select ‘Add’.
Note: some models listed are no longer compliant
with the PCI DSS standard. If you are using one of
these devices, a warning note will appear.
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Step 3 – Use of card numbers

An important element of the PCI DSS is how
your business handles and communicates card
numbers. You will be asked some questions on this
element at some point through your journey.
Select the options that apply to your company
and click through via the “Next” button. These
are “Yes” or “No” answers. More information on
the questions and clarifications can be found
by clicking:
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Step 4 – Information security policy

To handle payment cards you are required by the
Payment Card Industry Data Security Standard
(PCI DSS) to have an Information Security Policy
in place for your organisation. This must cover all
relevant areas of the standard.
You will be presented with questions regarding
your use of a policy. If you do not have one, you can
download a template from this screen.
If you already employ a policy of your own you can
select this option. Note: you must clarify if your
policy covers all relevant clauses of the PCI DSS.
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Step 4 (contd.) – Security checklist

Depending on your answers to previous questions,
you may be presented with a free security
measures for your business guide.
You can download the guide directly from
this question.
Every year we ask that you go through this list with
all members of staff in your business as a refresher
and that you update the signed copies each year.
Download the guide by clicking the link on the
page. When done, select the check boxes and
select ‘Next’.
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Step 5 – Payment summary

You may be asked to provide more information
about your information handling practices.
Read the questions and provide as much
information as possible in the boxes provided.
This information will inform the scope of your
PCI DSS assessment.
More information on the questions and
clarifications can be found by clicking:
When done, select ‘Next’.

13

Your dashboard

Now that you have answered all the questions to
assess your payment acceptance and information
handling methods, you will be presented with
your dashboard.

You will be presently listed as non-compliant as you
have yet to complete the security assessment.

From here you can complete your security
assessment as well as any other security related
tasks that are assigned to you following your
questions (e.g. scanning).
Your security assessment will be based on the
SAQ type assigned to you. You can read more
information on how this works via the “More Info”
button on the ‘Your business profile’ widget.
If the scanning widget appears, you must complete
a scan by selecting ‘Manage’ from this widget.
(See page 15)
If you do not require a scan, or have completed one,
you can begin your security assessment by clicking
‘Manage’ on the relevant widget. (See page 17)

You will have been
assigned an SAQ type.
This is assigned based
on the answers you
provided in the
previous section.
You can read more
information on your
SAQ type by clicking
‘More info’.

Conduct scanning here.

You can begin your
security assessment here.
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Step 6 – Conduct scanning

To get started, select ‘Manage’ from the ‘Be scan
compliant’ widget.
Select ‘Schedule scan’ from the next screen.

15

Step 6 (contd.) – Conduct scanning

On the next screen you will be required to input the
details of what you need to scan as follows:
• The IP address. This must be the
same IP address as used by your card
payment machine
• Scan date. It will default to the current date
and time. You can change this if necessary
• Confirmation of whether you use a load
balancer or not
If you are unsure about any of these details,
you can click the symbol for more details.
Fill out the relevant information and select
‘Schedule Scan’.
The scan will then run and can take up to 48 hours
to complete. It will not affect your broadband
access or intentionally alter your network during
this time, you can continue to work as normal.
You will receive an email when the scan is
complete. You will be notified if remediation action
is required via your dashboard.
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Step 7 – Complete security assessment

If you have successfully completed your scanning
or are not required to conduct scanning, you can
begin your security assessment.
To get started, select ‘Manage’ from the ‘Complete
Security Assessment’ widget.
Select ‘Answer now’ from the next screen.
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Step 7 (contd.) – Complete security assessment

Your security assessment consists of a
number of questions about your information
security practices.

Toggle view to see
different question types.

Toggle help text
‘On’ or ‘Off’.

This bar shows your progress
through the set of questions.

Based on your answers in the previous section,
as many questions as possible will have been pre
populated for you to reduce the amount of time
you need to spend on this section.
You can scroll through the questions, selecting
‘Yes’ or ‘No’ depending on your answers.
More information on the question as well as
clarification is provided in the grey boxes
marked:

Select the answer to
the current question.

If an answer you provide to a question is contrary
to best practice or what is required, you may need
to further clarify your answer. More information is
provided on the next page.

Provides more
information or
clarification on
current question.

Shows auto-completed question
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Step 7 (contd.) – Complete security assessment

If an answer you provide to a question is contrary
to best practice or what is required, you may need
to further clarify your answer or assign yourself a
remediation task.
In this example, the user has selected ‘No’ to
the question asked, which is not sufficient to be
PCI compliant.
Information as to why the answer is unacceptable
can be found in the grey box marked:

User selected ‘No’
to the question.

You must then fill out your reasons for noncompliance, the remediation action you intend
to take and can then set a reminder to yourself to
complete these tasks.
You can continue with your assessment questions
but until these tasks are completed correctly and
you can answer ‘Yes’ to the question, you may not
be able to complete your assessment or achieve
compliance.

Outline your
remediation tasks and
set a reminder here.

More information on
the question, why it’s
relevant and how to
comply.
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Step 7 (contd.)– Confirm your compliance

Once you have answered all your questions
correctly, you will be required to confirm your
attestation. This simply means to confirm the
information you have provided is correct.
You can review all the answers you provided to the
questions here.
Once happy, select ‘Confirm your Attestation’ at the
bottom of the screen.
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You’re compliant!

You should now be compliant with the PCI DSS.

Your compliance status.

Your dashboard will display a compliant symbol in
the top right.
Your validation must be renewed annually. Your
renewal date will be shown on this page. We will
email you to remind you to revalidate.

Your SAQ
type.

Your revalidation
date.
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Find out more

££ Go to lloydsbankcardnet.com

Please contact us if you’d
like this information in an
alternative format such as
Braille, large print or audio.
If you have a hearing or speech impairment
and would prefer to use a Textphone, call us
on 0345 300 2281 (lines open 24 hours a day,
seven days a week). If you are Deaf and
prefer to use BSL then you can use the
SignVideo service available on our website
lloydsbank.com/signvideo.asp

Important information

We may monitor or record calls to make sure we
have carried out your instructions correctly and to
help improve the quality of our service.
Cardnet® is a registered trademark of
Lloyds Bank plc. MasterCard® and the MasterCard
Brand Mark are a registered trademark of MasterCard
International Incorporated, Maestro® is a registered
trademark of MasterCard International Incorporated.
Lloyds Bank plc. Registered Office: 25 Gresham Street,
London EC2V 7HN. Registered in England and Wales
No. 2065. Authorised by the Prudential Regulation
Authority and regulated by the Financial Conduct
Authority and the Prudential Regulation Authority.
Lloyds Bank plc is covered by the Financial Ombudsman
Service. (Please note that due to the eligibility criteria
of this scheme not all Lloyds Bank customers will be
covered.)
This information is correct as of April 2019.

